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policy makers point of view
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The actions 
Setting up a e-learning course for public officials and professionals 
working with victims and perpetrators of intimate partner violence, on 
the issue of cyberviolence and stalkerware 

Developing Capacity building actions for professionals working with 
victims and perpetrators through:
- Toolkits designed to detect, assess and work on digital violence
- Training workshops on theoretical and practical aspects of digital 
violence

Developing a campaign and communication materials on such a 
complex issue to raise awareness on the general public, and to 
empower survivors

Awareness raising and

capacity building on

recognizing and hindering

the use of cyberviolence

and stalkerware as new,

widespread and hidden

form of gender-based

violence, through:



DeStalk’s approach

Multi-disciplinary

Multi-agency

Bottom up

Practical
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No common EU freamework (at least at the 
beginning)
•Definition
•legal

Complexity of cyberviolence

•Many forms
•Different types of perpetrators (known or unknown)
•Different platforms (social media, chats, metaverse, etc.)
•Different devices (smartphones, pcs, GPS, smart home, etc.)

Lack of relevant data 

Characteristics of cyberviolence require dedicated
skills



Needs assesment

1 EU focus 
group               

1 focus group 
in Italy

1 survey 

Professionals are 
aware of forms of 
cyberviolence but 
they do not have 

specific knowledge 
& skills

< 50% of 
participants knew 
about a variety of 

forms of 
cyberviolence

> 60% organizations 
pay attention to 

cyberviolence but 
not in a structured 

way, and nearly 
10% said never paid 

attention to it

20% are trained & 
6% have specific 

procedures or 
tools to detect 
cyberviolence



Enhanced tools and shared 
approach for effective work to address 

cyber violence against women: 
the DeStalk toolkit and training



Materials and tools 
used by PP and VSS 

almost never
mention

cyberviolence

The adaptation of existing tools

As standalone category

In case studies

In examples (ex. "control" is just physical
or related to relationships)

In risk assessment tools



Multiagency approach requires
shared definitions

We need to know how to 
assess cyberviolence and 

how to tackle it

We need survivors to know 
how to increase their tech 

safety

Before taking action, we 
need to recognize warning 
signs and what they mean

We need to recognize 
warning signs and know how 

to “dig deeper”

How can we tackle this
topic with perpetrators?

We need to have a better
understanding on the (Italian) laws

that can be applied to cyberviolence

we need safety tips for 
every woman



Glossary of 
cyberviolence terms

Safety planning guide for 
support services

ICT safety guide for 
survivors

Red flags checklist for 
support services

Checklist of red flags to 
detect digital violence 

Group session for 
perpetrators
programmes

Legal guide (Italy)



Sources
EIGE

EIGE (2022) Cyber Violence against 
Women and Girls Key Terms and 

Concepts
GREVIO

general recommendation No.1 on 
the digital dimension of violence 

against women 

NNEDV
Safety net projectCOALITION AGAINST 

STALKERWARE

WWP EN
«Same violence, new tools»

EUROPEAN PARLIAMENT
«Compbating gender-based violence: 

cyberviolence»

https://eige.europa.eu/sites/default/files/documents/combating_cyber_violence_against_women_and_girls.pdf
https://eige.europa.eu/sites/default/files/documents/combating_cyber_violence_against_women_and_girls.pdf
https://eige.europa.eu/sites/default/files/documents/combating_cyber_violence_against_women_and_girls.pdf
https://eige.europa.eu/sites/default/files/documents/combating_cyber_violence_against_women_and_girls.pdf
https://rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147
https://rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147
https://rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147
https://rm.coe.int/grevio-rec-no-on-digital-violence-against-women/1680a49147
https://nnedv.org/content/technology-safety/
https://nnedv.org/content/technology-safety/
https://stopstalkerware.org/
https://stopstalkerware.org/
https://www.work-with-perpetrators.eu/fileadmin/WWP_Network/redakteure/Campaign/2020/How_To_Cyber_Violence.pdf
https://www.work-with-perpetrators.eu/fileadmin/WWP_Network/redakteure/Campaign/2020/How_To_Cyber_Violence.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/662621/EPRS_STU(2021)662621_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/662621/EPRS_STU(2021)662621_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/662621/EPRS_STU(2021)662621_EN.pdf
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General definition

Cyberstalking & subforms

Cyber harassment & subforms

NCSII

Limiting tech access

Other forms
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Assessment
Safety planning
Safety measures
Stalkerware detection
Suspect case
Certain case
NCSII
Content removal
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Safety tips for survivors
living with the abuser
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Safe online
Practical guide for 
women free from digital 
violence
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Tech aspects (devices)

Use of apps and devices

Behavoir of perpetrator

Social media
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General goals

Case studies

Activities
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Redflags = things that the 
perpetrator might say

Yes/no 

Form of cyberviolence

Possible questions



What topics?

How long?

What method?

What speakers?

Theory of cyberviolence
Tech aspects
Legal aspects

Psychological aspects
Practical aspects

Complete: 8 hours
Short: 4 hours

Interactive, with many live demos

Cyberviolence experts (PP/VSS)
ICT experts

Legal experts
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What is 
cyberviolence and 

why we need to 
tackle it

Brainstorming Myths Definitions Characteristics Challenges

the forms of 
cyberviolence

examples of 
violent 

behaviours

classification of 
cyberviolence 

forms

limiting tech 
access cyberstalking cyberharassment NCSII

Digital security: 
protection against 

digital or online 
abuses

Main IT threats Protection of 
login credentials Device security Online security Wi-fi security Mobile security

Forensic tips for 
evidence 
collection

Legal aspects of 
cyberviolence: 

crimes and means 
of protection

Introduction and 
characteristics Types of conduct

Evidence 
collection and 

means of 
protection

Effects of 
cyberviolence on 

survivors
Gender issues Individual effects Collective effects 

The work with 
survivors

Assessment of 
digital violence Safety planning

The work with 
perpetrators

Motivation, 
intent and 
behaviours

Coercive control
Anonimity: moral 
disengagement, 

disinhibition, 
deindividuation

Indirect 
approach and 

funnel questions

The DeStalk 
toolkit

Practical sessions 
with case studies



Level 4 –
Working with 

a survivor-
victim and/or 
a perpetrator 

3 x 4 lessons + 
test

Level 3 –
Cyber 

surveillance: 
Stalkerware

8 lessons + test

Level 2 –
Forms of 

cyber violence

6 lessons + test 

Level 1 –
Gender based 
cyber violence

9 lessons + test Th
e 
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Lessons: content

All content is available in 
English, French, German, Italian
and Spanish. 



Lessons: content

Content is prepared according to
micro-learning approach. 



Impact: practical changes

+ increased
sensitivity

+ improved skills
to recognize

digital violence

+ check about
cyberviolence

with perp.

+ train other
colleagues

+ incorporation
of safety
planning

+ creation of
support groups

on cyberviolence



Cooperating for an institutional
strategy against cyber abuse: 

The DeStalk campaign



DeStalk communication campaign on digital violence

 

Engage relevant stakeholders
among institutions, services, 
NGOs, etc, in a territorial 
campaign addressing cyber 
violence and stalkerware

Raise awareness among the 
general public by launching a 
pilot campaign targeting 
women, men, and bystanders  

Develop replicable tools and 
templates for a cooperation 
strategy to address the digital 
dimension of GBV to be scaled 
up at European Level



DeStalk communication campaign on digital violence

Institutional
work

Protocol for 
a territorial
campaign
strategy

Institutional
roundtable

Involvement
of national 
networks

PHASE 1

Engage relevant stakeholders
among institutions, services, 
NGOs, etc, in a territorial 
campaign addressing cyber 
violence and stalkerware

Raise awareness among the 
general public by launching a 
pilot campaign targeting 
women, men, and bystanders  

Develop replicable tools and 
templates for a cooperation 
strategy to address the digital 
dimension of GBV to be scaled 
up at European Level



DeStalk communication campaign on digital violence

Institutional
work
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campaign
strategy
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networks

PHASE 1

DeStalk 
campaign

Public 
events

Press 
work

Press 
event

Images 
and 
reels

PHASE 2

Engage relevant stakeholders
among institutions, services, 
NGOs, etc, in a territorial 
campaign addressing cyber 
violence and stalkerware

Raise awareness among the 
general public by launching a 
pilot campaign targeting 
women, men, and bystanders  

Develop replicable tools and 
templates for a cooperation 
strategy to address the digital 
dimension of GBV to be scaled 
up at European Level



DeStalk communication campaign on digital violence

Institutional
work

Protocol for 
a territorial
campaign
strategy

Institutional
roundtable

Involvement
of national 
networks

PHASE 1

DeStalk 
campaign

Public 
events

Press 
work

Press 
event

Images 
and 
reels

PHASE 2 PHASE 3

Replication 
activities

EU
territorial
campaign
Guidelines

EU 
replication
workshop

Engage relevant stakeholders
among institutions, services, 
NGOs, etc, in a territorial 
campaign addressing cyber 
violence and stalkerware

Raise awareness among the 
general public by launching a 
pilot campaign targeting 
women, men, and bystanders  

Develop replicable tools and 
templates for a cooperation 
strategy to address the digital 
dimension of GBV to be scaled up 
at European Level



DeStalk communication campaign on digital violence

DeStalk 
campaign

Public 
events

Press 
work

Press 
event

Images 
and 
reels

Institutional
work

Protocol for 
a territorial 
campaign 
strategy

Institutional
roundtable

Involvement
of national 
networks

PHASE 1 PHASE 2 PHASE 3

Replication 
activities

EU
territorial
campaign
Guidelines

EU 
replication
workshop
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All DeStalk materials are available at
https://www.work-with-perpetrators.eu/destalk

https://www.work-with-perpetrators.eu/destalk


Thank you for your attention! 
Elena Gajotto

elena.gajotto@unacasaperluomo.it

mailto:Elena.gajotto@unacasaperluomo.it
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